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Dat van dé

Phap luat hinh sy noi Chung, Bo luat
Hinh s (BLHS) n6i rleng la cong cu hru hiéu
nham phong, chéng toi pham trong linh viec
cong nghé thong tin, mang viéen thong (CNTT,
MVT). Nhém t6i pham nay dwgc quy dinh tai
Muc 2, Chuong XXI: Cac t0i xam pham an
toan cong cong, trat ti cong cong ctia BLHS
nam 2015, stra d6i, bo sung nam 2017 (sau day
goi chung la BLHS) v6i 09 t6i (ttt Diéu 285 dén
Diéu 294, trir Diéu 292 bi bai bo). Cac hanh vi
bi coi la tdi pham trong linh viee CNTT, MVT
dugc quy dinh khé da dang, gom ca cachanh
vi xam pham thiét bi, hoat dong ctia mang
may tinh, mang vien thong va cac hanh vi
xam pham dén thong tin duoc truyén tai, luu
gitt trén mang may tinh, mang vién thong.
Diéu nay da tao ra hanh lang phap ly manh
mé dé€ xtt ly kip thoi cac hanh vi nguy hiém
cho xa hdi, tao thuan lgi cho cong tac phong
ngtra, ddu tranh xtt 1y tdi pham nay, gép phan
bao dam an ninh, trat tu.

Tuy nhién, CNTT, MVT la mot linh vuc
ludn ¢6 su phat trién nhanh, manh, vuot bac.
béc diém nay khién cho qua trinh ap dung
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phap luat hinh sy ndi chung, quy dinh cua
BLHS vé toi pham trong linh viec CNTT, MVT
noi r1eng c6 thé gap phai su “18i thoi”, chua
bat kip vdi cac hanh vi nguy hiém cho xa hoi
moi phat sinh. Pong thoi, ban than cac quy
dinh ctia BLHS cling c6 thé chua duoc quy
dinh chat ché, cu thé, ro rang. Diéu nay khién
cho qua trinh & ap dung phap luat hinh sy chura
duoc hiéu qua, thong nhat. Thuc tién nay doi
hoi syt hoan thién, phtt hop hon nita cua phap
luat hinh sy d6i voi su thay doi, van dong cua
doi song xa hoi.

1. Mot 58 han ché, bat cap cta phap luét
hinh sy hién hanh vé toi pham trong linh
vie cong nghé thong tin, mang vién thong

Thir nhat, BLHS con thiéu cdc quy dinh cu
thé'dé’xir Iy nhitng hanh vi, phwong thikc thit doan
hoat dong moi phat sinh

Trén thuc t€, ¢ nhitng hanh vi nguy
hiém cho xa hoi dén mitc can bi coi la toi
pham trong linh vieec CNTT, MVT song BLHS

* Email: nuthangc500@gmail.com
Thac si, Nghién citu sinh, Khoa Ludt, Truong Dai
hoc Kij thudt - Hiu can Céng an nhin din
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chua ¢é quy dinh cu thé. Diéu d6 da gay ra
nhiéu kho khan cho cac co quan tién hanh t6
tung khi giai quyet vu viéc. Chang han nhu
hanh vi “cung cap, chia sé thong tin gia mao,
thong tin sai s that, xuyén tac, vu khong, xtc
pham uy tin ctia co quan, t6 chittc, danh du,
nhan pham cta ca nhan” hay “cung cap, chia
sé thong tin bia dat, gay hoang mang trong
Nhan dan, kich dong bao luc, ti ac, té nan xa
hoi, danh bac hoac phuc vu danh bac”. Cac
hanh vi néu trén cd thé gay ra nhiéu hau qua
nghiém trong, anh huéng dén an ninh, an
toan cong cong, trat te cong cong.

Vi dy, vao thang 6/2023, nit sinh L (Thach
That, Ha Noi) bi ban cung 16p ghép anh chan
dung ctia minh vao tdm anh quang cao mot
0 gai mdc ao ho hang rdi dang trén Facebook.
Burc anh ghép bi ban be lan truyén trén mang,
binh luan tréu dua khién L xau ho. Yéu cau
g0 anh khong duoc, L doa sé udng thudc ty
tit nhung cac ban cung 16p lam ngo; vé nha,
L da udng thudc (diét cd) twe van va khi gia
dinh phat hién, dua di cap cttu nhung da tw
vong vai ngay sau d¢'. Tredc d6, vao cac nam
2020 - 2022, cac hanh vi chia sé thong tin bia
dat, gay hoang mang trong Nhan dan lién
quan dén cong tac phong, chong dich bénh
Covid-19 cling gay anh huwong khong nho
dén chat luwong, hiéu qua chong dich® Cac
hanh vi trén mac du c6 dau hiéu cua Toi loi
dung cac quyén tw do dan chu xam pham loi
ich ctia Nha nudc, quyén, loi ich hop phap
cta td chitc, ca nhan (Diéu 331 BLHS nam
2015) hodc Toi lam nhuc ngu)(‘)d khac (Dié‘u 155
BLHS nam 2015) nhung cac toi pham nay lai
chua thé hién duoc ddc trung st dung mang
may tinh, mang vién thong, phuong tién dién
tir d€ pham toi.

Ngoai ra, cdc hanh vi trén hién dang duoc
xtt ly hanh chinh vé hanh vi vi pham cac quy
dinh vé trach nhiém st dung dich vu mang
xa hoi, trang thong tin dién tr duoc thiét lap
thong qua mang xa héi (biéu 101 Nghi dinh
s0 25/2020/ND-CP ngay 03/02/2020 caa Chinh
phu quy dinh vé x¢ phat vi pham hanh chinh
trong linh vuc buu chinh, vién thong, tan s6
vO tuyén dién, cong nghé thong tin va giao

! Nguyén Quyeén, Thong tin xuyén tac, sai sw thit la nguy
hiém cho xi hoi, https://congan.daklak.gov.vn/-/thong-
tin-xuyen-tac-sai-su-that-la-nguy-hiem-cho-xa-hoi, truy
cap ngay 30/3/2024.

2 Bo Cong an (2022), Bio cdo két qua cong tic phong, chéng
t6i pham va vi pham phdp ludt nam 2021, Ha No6i.
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dich dién ti - goi tat 1a Nghi dinh s6 25). Tuy
nhién, ranh gidi gitta hanh vi bi x(x phat vi
pham hanh chinh véi hanh vi bi xtt phat phap
luat hinh sy con mo nhat. “Phdp ludt hién hanh
chiea c6 nhitng quy dinh mang tinh dinh luong dé
phan dinh giira vi pham hanh chinh va vi pham
hinh sy d6i v6i hanh vi phat tan tin gia trén khong
gian mang™”. Viéc xem xét “hinh sir hda” cac
hanh vi méi can cha y dén tinh nguy hiém
cho xa héi & mac d6 dang ké do cac hanh vi
vi pham phdp luat hanh chinh gay ra nhu: Vi
pham quy dinh vé dam bao an toan thong tin
va ung cttu su ¢d an toan thong tin mang; vi
pham quy dinh vé€ an toan, an ninh trong giao
dich dién ti st dung chit ky s6, chiing thu s6;
dac biét 1a vi pham quy dinh vé thu thap, st
dung thong tin ca nhan. Bong thoi, can tham
khao quy dinh trong BLHS ctia cac nude tién
tién trén thé gidi vé tdi pham trong linh vuc
nay dé viéc hoan thién phép luat hinh sy ¢6
tinh chu dong, dit liéu cao.

Thit hai, quy dinh ciia BLHS vé'mt toi pham
trong linh viee CNTT, MV'T con mang tinh chung
chung, trong dé co nhiéu van dé chwa dwoc gidi
thich cu thé, giy kho khdin khi dp dung

Cac quy dinh ctia phap luat vé linh vuc
CNTT, MVT noi chung va ctia BLHS vé tdi
pham trong linh vire nay néi riéng con khai
quat va phtc tap, nhiéu ndi dung chuwa duoc
giai thich, huéng dan cu the viéc ap dung. Vi
duy, van dé pham vi ctia “mang may tinh” da
duoc huong dan mot phan co ban tai Thong
tu lién tich s& 10/2012/TTLT-BCA-BQP-BTP-
BTT&TT-VKSNDTC-TANDTC ngay 10/9/2012
ctia B Cong an, B6 Quoc phong, Bo Tu phép,
B0 Thong tin va Truyén thong, Vién kiém sat
nhan dan to1 €ao, Toa 4n nhan dan t6i cao vé
viéc huong dan ap dung quy dinh caa BLHS
vé mot s toi pham trong Iinh virc cong nghé
thong tin va vien thong. Tuy nhién, Thong tw
nay giai thich, huéng dan ap dung mot so toi
pham trong Iinh vuc CNTT, MVT theo quy
dinh ctia BLHS nam 1999 (stta d6i, b6 sung
nam 2009). Con ttr khi BLHS hién hanh c6 hiéu
lire ngay 01/01/2018 dén nay, chwa ¢6 van ban
khac dé hudng dan cu thé viée dp dung cdc
quy dinh vé toi pham trong linh vuc CNTT,
MVT véi nhiéu van dé mai, can phai duoc giai
thich, htrong dan phtt hop trong diéu kién tinh
hinh méi. Cu thé:

3 Lé B4 Duc, Lé Nhat Ha, “Hoan thién phép luat vé xu ly
hanh vi phat tan tin gia trén khong gian mang”, Tap chi
Dan chii va Phdp ludt, ky 1, s6 392, thang 11/2023.
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- biéu 285 BLHS nam 2015 quy dinh “Tgi
san xudt, mua bdin, trao doi hodc t(ing cho cong
cu, thiét bi, phidn mém dé sir dung vao muc dich
tmz phdp ludt” nhung chua quy dinh vé hanh

“chiéin hitu nham cho ngwm khdc st dung
hoac “de nghi nguoi khdc sir dung, nhap khiu,
phén phoi hodc ban 18 cich khdc cung cap "cong cy,
thiét bi, phan meém dé st dung vao muc dich
trai phap luat’. Tham khao diém a, b, khoan
1 Diéu 6 Chu’ong II Cong wdc ctia Hoi dong
chau Au vé toi pham mang ndm 2001 (Cong
udc Budapest) quy dinh cu thé vé hanh vi nay
va cho thay su phu hop véi thuc tién 4p dung
tai nudc ta, bao gom nhitng hanh vi sau:

a. San xudt, ban, d¢ nghi si dung, nhip khdu,
phan phoi hodc bang cidc cdch thiec khdc cung cap:
(i) Thiét bj, bao gom chwong trinh may tinh, dwoc
thiét ké'hodc dwgc diéu chinh dé’thiee hién hanh vi

pham t9i néu tir Dieu 2 dén Diéu 5; hodc (ii) Ma

s0'truy cdp ctia mady tinh (password), mit ma truy
cdp hodc dir ligu twong tr ma nho ma so'dy toan
bg hodc mgt phin hé thong mdy tinh cd thé dwoc
truy cdp voi y dinh sé sir dung dé thyec hién hanh
vi pham t¢i quy dinh tir Diéu 2 dén Diéu 5.

b. Chiéin hitu cdc khodn muc néu tai tiéu
khoan (a.1) va (a.ii) ké trén v6i yj dinh cho nguoi
khdc siv dung dé’ thuwc hién cdc hanh vi pham ti
quy dinh tir Diéu 2 dén Diéu 5.

- biéu 286 BLHS nam 2015 quy dinh “T¢i
phat tan chwrong trinh tin hoc gay hai cho hogt dong
cua mang may tinh, mang viéen thong, phmmg
tién dién tir” nhung chua ¢6 huéng dan Ve cac
hanh vi san xuat, trao d6i, mua bén, cai dat
chuong trinh tin hoc gay hai. Sy thiéu vang
hucmg dan nay khién cho thuc t& ap dung
kho xac dinh vé cac hanh vi “san xuat, mua
bén, trao doi, tang cho cong cu, thiét bi, phin
mém d€ stt dung vao muc dich trai phap luat”
(Diéu 285 BLHS nam 2015) v6i hanh vi “san
xudt, trao doi, mua bén, cai dat hodc phat tan
chwong trinh tin hoc gdy hai cho hoat dong ctia
mang may tinh, mang vién thong, phuong
tién dién t&”.

Thit ba, cic quy dinh vé tinh tiét ting dinh
khung doi voi toi pham trong linh viee CNTT,
MVT chira dong bg, thong nhit

Trén co s Diéu 52 BLHS ndm 2015, can
xem Xét b6 sung mot s tinh tiét cho phit hop

* Nguyén Quy Khuyén (2021), T¢i pham trong linh vuc
CNTT, MVT theo ludt Hinh sy Viét Nam, Luan én Tién si
nganh Luat Hinh sy va T6 tung hinh sy, Truong Dai hoc
Luat Ha Noj, tr.175.
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v6i quy dinh tai cac diéu tir 285 dén 294 BLHS
nam 2015 boi trén thuece té, cac tinh tiét do lam
gia ting tinh chat, mac do nguy hiém cho
xa hoi cta hanh vi, chita dung kha nang va
thuc t€'lam phat sinh thém hau qua, thiét hai.
Ddc biét, can xi ly nghlem khéc hon ddi véi
nhiing nguoi loi dung quyén han, vi tri cong
tac, nhiém vu dugc giao dé thyc hién tdi pham
d6. Vi du: Ve tinh tiét “pham ti 02 ldn tré 1én”
c6 thé bo sung vao cau thanh tang nang trong
cac Diéu 286, 287, 289, 291, 293, 294; hay nhw
tinh tiét “loi dung chirc vu, quyén han” c6 thé bo
sung vao cau thanh tdng nang trong cac Diéu
285, 290, 291. Néu chu thé ctia toi pham trong
cac Biéu nay 1a nguoi c6 quyén han da loi
dung quyén han ctia minh dé thyc hién hanh
vi pham tdi thi khong chi gay hau qua nguy
hiém ma con lam trai cac quy dinh vé nhiém
vy, quyén han dwoc giao, can c6 ché'tai xi ly
cao hon so vdi ngroi khac. Hay nhu hau qua
“Qdy thi¢t hai v tai san tir...” trong cau thanh
tang nang ¢ Diéu 285 BLHS nam 2015 chua
dong b, thong nhat voi hau qua “gdy thiét hai
ie...” (khong ¢ cum tir “vé tai san”) trong cac
Diéu 286, 287, 289, 290, 293, 294 BLHS nam
2015. Do vay, can thiét bo cum tir “vé tai sin”
tai diém d khoan 2 va diém b khoan 3 Diéu
285 BLHS nam 2015.

Mot diém thiéu sot, bat cap khac la dau
hiéu tang nang “tdi pham nguy hiéim” dugc stk
dung ¢ tat ca cac diéu luat, nhung lai khong
duwoc st dung trong Diéu 288 nam 2015°,
trong khi Diéu 288 van c6 thé sit dung duoc
dau hiéu dinh khung tang nang “tii pham
nguy hiém”. Néu khong quy dinh dau hiéu do
trong Diéu luat nay thi s€ anh huong dén kha
nang phan hoa trdch nhiém hinh sy (TNHS)
cta toi pham.

Thit tw, BLHS con thi¢u ving quy dinh vé
chil thé'ciia t9i pham trong linh viee CNTT, MVT
la phdp nhan thwong mai

Hién nay, phap luat quoc t&' da quy dinh
vé TNHS ddi véi tdi pham trong linh vuec
CNTT, MVT, Xac dinh cht thé cta loai téi
pham nay khong chi c6 ca nhan ma con c6 ca
phap nhan. Cu thé, khoan 1 Diéu 12 Cong udc
Budapest; Diéu 20 Cong udc A Rap vé phong,
chdng t6i pham cong nghé thong tin ndm 2010
(Cong wdc A Rap); khoan 2 Biéu 30 Cong wde
cua Lién minh chau Phi vé an ninh mang va
bao vé dit liéu cd nhan nam 2014 (Cong wdc

5 Nguyén Quy Khuyén, Tldd, tr.179.
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Chau Phi) hay nhue BLHS Hoa Ky, Canada,
Trung Qudc cting déu xac dinh phai truy ctu
TNHS d6i v6i phép nhan thuc hién t0i pham
trong Iinh viec nay. Viéc BLHS nuéc ta chua
quy dinh phap nhan thuong mai la cha thé
cua toi pham trong linh viee CNTT, MVT dan
dén viéc cac co quan chure nang khong co co
sO phap ly d€ dau tranh, ngan chén, xtt ly loai
toi pham nay. Day thyc sy la mot * ‘16 héng”
can som dugc bo sung, hoan thién.

Thir nam, kij thudt lgp phdp cua BLHS vé

tgi pham trong linh viee CNTT, MVT ¢6 diém con
chua hop 1y, gity kho hiéu, thdm chi hiéu nham khi
dinh tgi danh va dp dung TNHS doi voi t9i pham do

Qua nghién ctru cac quy dinh va thuyec tién
ap dung cho thay: Viéc BLHS quy dinh noi
dung loai trir tai khoan 1 Biéu 290 “néu khong
thudc truong hop quy dinh tai Diéu 173 va
biéu 174” 1a khong can thiét, doi khi con gay
ra hiéu nham khi dinh t0i. Béi 1€, Diéu 290 so
véi Diéu 173 va Diéu 174 BLHS nam 2015 déu
la diéu luat riéng so voi diéu luat chung®. Quy
dinh trén xac dinh néu khong thude truong
hop cua diéu luat chung sé ap dung diéu
luat riéng, tir d6 sé dan dén nhmg han ché
kho khan trong qua trinh dinh t¢i danh va ap
dung TNHS doi voi toi pham trong linh vuc
CNTT, MVT noi chung, toi st dung mang
may tinh, mang vién thong, phuong tién dién
i thire hién hanh vi chiém doat tai san (Diéu
290 BLHS nam 2015) ndi riéng.

Hay nhu “Toi c8'y gay nhiéu c6 hai” (Diéu
294 BLHS nam 2015) khong can thiét st dung
cum tlr “c6y” boi trong mat chti quan cua tat ca
cac toi pham trong linh vire CNTT, MVT déula
16i cO'y. Trén thuee t&), chii thé ctia toi nay thuong
la nhitng nguoi thue hién cac giai doan, cong
viéc lién quan t6i hoat dong dau thau nhu cha
dau tw, bén moi thau, bén du thau, tw van,
giém sat,... Nguoi thure hién hanh vi gay nhiéu
0 hai nhan thitc r6 hanh vi cia minh 1a nguy
hiém cho xa hdi va thdy trude hau qua caa
hanh vi d6é ma van mong mudn no xay ra hoac
dé€ médc cho hau qua xay ra.

2. Dé xuét hoan thién phap luat hinh sy
vé toi pham trong linh vic cong nghé thong
tin, mang vien thong

Trén co s& cac quy dinh ctia BLHS nam
2015 vé toi pham trong Iinh viee CNTT, MVT,
cting nhu két qua nghién ctru ly luan, cac quy
dinh, thuc tién 4p dung quy dinh caa TNHS

¢ Nguyén Quy Khuyén, Tldd, tr.180
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d6i véi toi pham trong linh vuec CNTT, MVT
va tham khao quy dinh ctia phap luat quoc
t€'lién quan, t6i pham trong linh vee CNTT,
MVT, trong d6 c6 quy dinh vé TNHS d6i véi
t0i pham trong linh viec nay can tiép tuc duoc
hoan thién theo cac dinh hudng, ndi dung cu
thé nhu sau:

Thir nhat, b6'sung quy dinh vé hanh vi pham
tgi mdi cd lien quan trong linh viee CNTT, MVT

Céc hanh vi nay bao gom: Phat tan thong
tin gia trén khong gian mang gay hau qua
nghiém trong; vi pham quy dinh vé dam bao
an toan thong tin va ting cttu sit cd an toan
thong tin mang; vi pham quy dinh vé an toan,
an ninh trong giao dich dién tir stt dung chir
ky s0, chiing thu s0; dac biét la vi pham quy
dinh vé thu thap, stt dung thong tin ¢4 nhan.
Nha lam luéat can déc biét luu y ranh gidi vé
tinh chat, maic do nguy hiém cho xa hoi ctia
tieng hanh vi dé twong xtng vdi viéc bi coi
la tdi pham, qua do6 phan biét véi hanh vi chi
can xt ly vi pham hanh chinh. Theo tac gia,
cac hanh vi d6 phai gay hau qua, anh huong
nghiém trong dén tinh mang, sttc khoe, danh
du, nhan pham ctia nguoi khac; gay thiét hai
16n v€ tai san; anh hudng dén an ninh, an toan
cong cong, trat ti xa hoi; xam hai nghiém
trong dén quyeén va loi ich hgp phép cua co
quan, t6 chitc, ca nhan.

Bén canh d6, BLHS nam 2015 can bo
sung mot sO khach thé quan trong can duoc
phap luat hinh si bao vé va c6 kha nang bi
toi pham trong linh viee CNTT, MVT xam hai
trong quy dinh v€ cac toi pham nay. Cu thé:
Tai cac Diéu 286, 287, 289 BLHS hién hanh
quy dinh vé mot s6 khach thé quan trong bi
toi pham trong linh viec CNTT, MVT xam hai
gom: Hé thong dt liéu thudc bi mat nha nudc;
hé thong thong tin phuc vu qudc phong, an
ninh; co sé ha tang thong tin quoc gia; hé
thong thong tin diéu hanh luéi dién quoc gia;
hé thong thong tin tai chinh, ngan hang; hé
thong thong tin diéu khién giao thong. Tuy
nhién, néu liét ké nhu vay thi chua day du.
Xem xét Luat An ninh mang nam 2018 thi
mang ludi két noi ctia co so ha tang CNTT
bao gom mang vién thong, mang Internet,
mang may tinh, hé thong thong tin, hé thong
xtt ly va diéu khién thong tin, co so dit liéu.
Dang luu y Y] hé thong thong tin quan trong vé
an ninh quoc gia bao gom 08 nhém hé thong
thong tin trong cac linh viec, muc tiéu khac
nhau. Theo d6, can xem xét cau thanh tang
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ndng TNHS d6i vdi cac hanh vi pham toi
trong Iinh viee CNTT, MVT quy dinh tai cac
Diéu 286, 287, 289 néu trén xam hai doi vdi
hé thong thong tin phuc vu bao quan vat liéu,
chat dac biét nguy hiém d6i voi con nguoi,
moi trueong sinh thai; hé thong thong tin quan
trong phuc vu hoat dong cta co quan, t6 chirc
O trung wong; hé thong thong tin quoc gia
thudc linh vic nang luong (ngoai “hé thong
thong tin diéu hanh léi dién qudc gia” BLHS
da quy dinh), vien thong, giao thong van tai
(rong hon “hé thong thong tin diéu khién giao
thong” BLHS da quy dinh), tai nguyén va moi
truong, hda chat, y té, van hoa, bao chi.

Thit hai, quy dinh thém, gidi thich cu thé'mgt
0 dau higu thudc cau thanh tdi pham co ban ciia
mot s6't6i pham

- Déi véi Diéu 285 vé Toi san xuat, mua
ban, trao do6i hodc ting cho cong cy, thiét
bi, phan mém dé st dung vao muc dich trai
phap ludt, can quy dinh b6 sung cac hanh vi

“chiém hitu nham cho ngum khc st dyng” v

“de nghi nguoi khdc sit dung, nhip khau, phan
phoz hodc bang cich khdc cung cap cong cu,
thiét bi, phan mém dé sir dung vio muc dich
trdai phap luat”.

Cac hanh vi “chiém hiru nham cho
nguoi khac sit dung” hodc “dé nghi nguoi
khac stt dung, nhap khau, phan phoi hodc
bang cach khac cung cap” cong cy, thiét
bi, phan mém dé st dung vao muc dich
trai phap luat tuy khong bi coi la tdi pham
nhung cting nguy hiém khong kém gi so véi
hanh vi mua ban, trao doi, ting cho quy dinh
tai Diéu 285 BLHS ndam 2015. Viéc bo sung
quy dinh nay phtt hop véi van ban phap luat
qudc t&€ nhu Cong wdc Budapest ndm 2001
(khoan 1 Diéu 6), tao co so phap ly cho viéc
xt ly d6i v6i nhitng hanh vi nguy hiém nay
khi xay ra trén thuyec té.

- Doi véi Diéu 286 ve Toi phat tan chuong
trinh tin hoc gay hai cho hoat dong ctia mang
mady tinh, mang vién thong, phlrong tién dién
ti, b6 sung cum tw “..hogt dong cua...” vao
mo ta hanh vi khach quan trong cau thanh
t0i pham cua tdi nay (dam bao ky thuat lap
phap) cho phtt hgp véi tén diéu luat. Theo do,
khoan 1 Diéu 286 sé 1a: “1. Nguoi nao ¢d'yj phit
tin chwong trinh tin hoc giy hai cho hoat dong
clia mang mdy tinh, mang vién thong, phwong
tién dién tir thugc mot trong cdc truong hop sau
day, thi bi phat tién tir ...”.
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Thir ba, quy dinh thém tinh tiét tang ning
dinh khung doi véi mot s6'tgi pham trong linh viec
CNTT MVT

- Bo sung déu hiéu ting nang dinh
khung “tdi pham nguy hiém” vao di€ém h
khoan 2 Diéu 288 BLHS nam 2015 (Toi dua
hodc st dung trai phép thong tin mang may
tinh, mang vién thong) Dong thoi, quy dinh
thém dau hiéu tang nang dinh khung “...hodc
bi anh huong nghiém trong toi stic khée, tinh
than” sau quy dinh “xdm pham bi mat cd
nhdn dan dén nguoi bi xam pham ty sat” tai
diém d, khoan 2 Biéu 288. Boi 16, néu hanh vi
pham tdi nay xam pham bi mat cad nhan dan
dén viéc nguoi bi xam pham tu sat hodc bi
anh huong nghiém trong t6i stic khoe, tinh
than, nhu dan dén bi than kinh, tam than,..
thi cling can thiét phai c6 ché'tai nang hon d6i
v&i nguroi pham tdi.

- BO sung tinh tiét “pham t6i 02 lan tro
lén” vao cdu thanh tang nang trong cac diéu
286, 287, 289, 291, 293, 294 BLHS ndm 2015.

-BOsung tinh tiét “lgi dyng chifc oy, quyén
han” vao cau thanh ting nang trong céc diéu
285,290, 291 BLHS nam 2015 dé xtr ly nghiém
khac hon d6i véi nhung ngum loi dung chirc
vy, quyén han, vi tri cong tac, nhiém vu duoc
giao d€ thuc hién t6i pham do.

Viéc b sung cac tinh tiét tang nang dinh
khung d6i v6i mot so t6i pham trong linh viee
CNTT, MVT néu trén vira thé hién su dong
by, thong nhat trong cing nhém tdi pham,
vira gop phan phan hoa toi pham, tao co s¢
dé xt ly toi pham va cha thé pham t0i mot
cach pht hop, thich dang.

Thir tw, bd'sung quy dinh phdp nhin thirong
mai phai chiu TNHS vé tgi pham trong linh vic
CNTT, MVT

Hién nay, theo Diéu 76 BLHS nam 2015,
phap nhan throng mai khong phai chiu TNHS
vé t0i pham trong linh vuc CNTT, MVT. Téc
gia dé nghi can bd sung quy dinh theo hudng
truy ctru TNHS ddi v6i phdp nhan thuong
mai vé cac toi pham trong linh vigc CNTT,
MVT. Truedc mat, can tap trung vao Toi san
xudt, mua ban, trao doi hodc tang cho cong
cy, thiét bi, phan mém dé st dung vao muc
dich trai phap luat (Diéu 285). Day 1a viéc rat
can thiét va cap bach boi: (1) Néu phap nhan
theong mai thuyec hién t0i nay s€ gay ra hau
qua rat 16n vi s6 luong cong cu, thiét bi, phan
mém dugc san xuat, mua ban sé rat nhiéu; (2)
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Pong co pham tdi cta toi nay thwong la vu
loi, trong khi d6 phap nhan thuong mai la t6
chttchoat dong nham muc dich loi nhuan nén
hoan toan va rat dé c6 thé thuc hién toi pham
nay; (3) Mot s6 van ban quéc t€ nhu Cong wdc
Budapest, Cong uwdc A Rap, Cong wéc Chau

Phi hay BLHS mot s6 nuwdc tién tién trén thé’

gidi cling da dé cap dén viéc xir ly TNHS ctia
phap nhan d6i vai toi nay, trong do co bién
phéap xt ly hinh su.

Thir ndm, tiép tuc nghién ciru, hoan thién kij
thudt lap phdp hinh sy theo hwong ning cao tinh
kha thi va tinh di bio trong cdc quy dinh cia BLHS

- Bai voi Biéu 290 vé Toi st dung mang
may tinh, mang vién thong, phuong tien dién
tte thue hién hanh vi chiém doat tai san, BLHS
hién hanh nén bé cum tir “néu khong thuoc
tmong hop quy dinh tai Diéu 173 va Diéu
174 ciia B§ luat ndy” tai khoan 1 Diéu 290.
Néu nguoi pham tdi sit dung mang may tinh,

mang vien thong, phuong tién dién tee dé

chiém doat tai san thudc mot trong cac truong
hop quy dinh tir diém a dén diém d khoan 1
biéu 290 thi méi bi xt ly vé t6i nay. Con néu
khong thoa man yé'u t6 cau thanh ctia toi nay
nhung thoa man cau thanh toi pham tai Diéu
173 hodc Diéu 174 thi xtt ly vé toi trom cap tai
san hodac toi Itra dao chiém doat tai san’.

- BO cum tir “c6’y” trong toi danh “Toi

gay nhiéu c6 hai” quy dinh tai Diéu 294
BLHS nam 2015 vi viéc neu 10 161 “c6 y” trong
t0i danh nay la khong can thiét.

Ngoai ra, trong tuong lai gan, c6 thé xem
xét danh 01 Chuong riéng dé€ quy dinh vé cac
t0i pham trong linh viee CNTT, MVT trong
BLHS. Theo d6, Chuong vé ti pham nay sé
bao gom 09 t6i danh duoc quy dinh tai Muc
2 Chuong XXI BLHS hién hanh va b6 sung
thém nhitng t6i danh méi quy dinh vé nhiing
hanh vi pham t0i méi duoc dy bao sé phat
sinh trong trong lai®.

Két luan

Nhing bat cap cta phap luat hinh sy
hién hanh cling nhw thuee tién 4p dung TNHS
ddi voi toi pham trong linh viee CNTT, MVT
thoi gian qua cho thé'y can thiét phai hoan
thién cac quy dinh vé t6i pham nay. Diéu nay
nham nang cao hiéu qua trimng tri, két hop xu

7 Nguyén Quy Khuyén, Tldd, tr.192.

8 Tran Anh Tuan - Hoang Duy Hiép, “Hoan thién phap luat
v€ phong, chong cac toi pham trén linh viee CNTT, MVT”,
Tap chi Khoa hoc Kiém sdt, S6 chuyén dé 02/2020, tr.59.
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hudng nhan dao, dé cao tinh phong nglta vay
thiec khac phuc hau qua cua nguoi pham t0i,
g6p phan dac luc vao cong tac phong, chdng
t0i pham trong tinh hinh méi./.
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